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1.1 EhiA

(ROEBEFAARSHNY  (LATEFR "NETCA CPS” ) Bl RE88BF
ASINEERA SRR T FESEMAER (BHAERSEENNE) HEX, KIE
(EHNELSMUAEE (447) ) . LWBe REBEFRSALIERAT

(LATFEFR “NETCA" ') HIBBFANEWSHETE, FEANEARESE, 4P
FEEANERINEE, BRI TLEEXiE. BEFEIlE NETCA £FiZ. €&, &
. FET R SES I RS REG AR SRR S EEII S TUR(E
e,

NETCA iZRR (b ABRHIIERFEREL) . (PEARKTIEZGE)
RABFNERSERNENEAEENEK, ALAKZHEBFIAEIRSS . NETCA
INIERZ AR R BIER NETCA (EBMAN, BD CA) . EMNAE (S
ZIE, BDRA) | BFUEFITF. IEBKIRS SRR, EMIRERTTER NETCA
FEEFAIEZEN, TR L2 SERB FBMIALERS.

NETCA INIERZER NRORT A Ak R B RT=HRIBEFIH4T NETCA CPS, Fi%k
BHENAYR(E.

MEEHEIE BRI BT, NETCA NFARNEIIFIEE T8 MR CA,
FIFESMRE CA #TAREBNLS, LUERITFPHIAERNMAER, BT,
NETCA tBEEZRIRE CA TEE T —1 2% CA, ITFHLUEESEB CRYRE CA
FTeS RAVEIER.

2457 NETCA CPS RATEMAIEBEREE OID 79 1.3.6.1.4.1.18760.1.10,
1.3.6.1.4.1.18760.20.10.3. 1.3.6.1.4.1.18760.20.10.2 REBAIHE (FEA
BHEFAIEBFERE) EXR—RMERBEIERANA , 1ZFERTRATFIEEES
. Eft, NETCA CPS FERRAIEBEERE OID 9 2.16.156.339.1.1.1.2.1 (BAA
%)/ 2.16.156.339.1.1.2.2.1 GEAIRGES (LATERR "EBEINESR" ) BI7R
BE (EBBEFSZITIPEINEBER) .

1.2 XHEARSIRR

1.2.1 2R

AR TRZE (ROEEEFAIEWSHN) , &FRJ9 NETCA CPS, 2
NETCA fERAEBISAE AT REXAN SR ERUIAEE. ZRIRMRATIFRA (7
REBEFEFSANEERATHIAIEWSER) |, JER—U.

1 NETCA TERRHIMN N “T REBFH S WIEERAR " fGifR, ERRF MRS ML “W
EE” 5 “NETCA” EAH MR E L.

2 CHBRNT EREMARET ‘14 ERRMAET PE DM NER” .

3N AEREBARBET “1.4 EBNH 7 R CHUGIER” .
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1.2.2 IRA
ZX NETCA CPS 2 NETCA RAYSE—FIUMRA, SHRIRASH V7.2,

1.2.3 #RiR
NETCA CPS g9 #xiR (OID) B : 13.6.1.4.1.18760.12 ; H
1.3.6.1.4.1.18760 A REHEFEFIANERRAER OID,

1.3 JANIERRIFE SR

1.3.1 BBFIAIERRSSHE

NETCA Z2iRIE (PR ARHIIEBRTFERZE) & (BFHANERSEE L)
MEMRERIAEB ARSI (fEFR CA) , ENLEZeBFRZHFEEN
BRI A TEMERIEEMNE =1, NETCA HEFEZHNZS5HEEIFRA
HBMFIER, FXmEPiiTEH. BESE RIS, NETCAIRL
NE (22) RREERRS, #THEXISEREES]. NETCA FZRSH0.
RS DHORNSZESR (RA) , ALKREEMBEFAERS (ZE. &
ZFIAESIERE) MRS EE.

1.3.1.1 NETCA R9iR

NETCA ZVRIBBREELATEA:

FS | R CA B 1588

1 NETCA  Root | NETCA Root ClassA & NETCA B FINIEIREZ R %

ClassA B9 RSA &, XEBFR, FRrEI8 7 CN=NETCA Root
ClassA, O=NETCA Certificate Authority, C=CN,
8 K E B RSA 2048 fii , ff H
SHATWIithRSAENncryption EZExEKIEH, H

BRO”R CACIH, ~BEHA.

2 CCS NETCA | CCS NETCA Root L3 2 NETCA B FIAIERB RS

Root L3 A9 RSA EiXRAYEAFR, FRBIE I CN= CCS NETCA
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FS | R CA B

1588

Root L3, 0=NETCA Certificate Authority, C=CN,
Z$E K E A RSA 40% {1 , £ H

SHA256WithRSAENncryption £ZEESKIEE,

3 CCS NETCA

Root L2

CCS NETCA Root L2 2 NETCA BB FHAERS RS
B9 RSA EiARHIEFR, ERAIE CN= CCS NETCA
Root L2, O=NETCA Certificate Authority, C=CN,
% $8 K B A RSA 40% fi , & F

SHA256WithRSAENncryption £ZEESKIE,

4 CCS NETCA

Root L1

CCS NETCA Root L1 2 NETCA BB FAERS RS
f9 RSA BLAMRRIEFR, FRBIEA CN= CCS NETCA
Root L1,0=NETCA Certificate Authority, C=CN,
% {8 K E A RSA 40% f1 , fF F

SHA256WithRSAENncryption & E;X& &I,

1.3.1.2 ERIBETAIRZIEE CA

FS | {RCARR

1588
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5 NETCA (Z#4%= | NETCA IIIANESRR CA INEARZI % CA BFR,
= CA) &R 51 45 59 CN=NETCA, O= NETCA Certificate
Authority, C=CN, Z$AE SM2 256 i, {£H

SM3WithSM2Encryption 8ZEXEKIFH,

1.3.1.3 & CA HIRX7FISXI%

RIEEZ A TUAIARE, NETCA ¥ RSA Ei%A9 CA 99 3 #k5: L3, L2
L1, iR BI0T

b S = 3l

|3 | TRHYRSEES YH%, BREENEURE=LHEFERZ. RIREE
FFE.

o | EETEDHMERBE=0SM0FR (BIMKRERD) | HERRE
THEERS M. WAIERNBERN EDSFEREEREE.

L1 | RiEdeE—REH TIPSO EZ.

2 CA BIXIN D RANT
FS R CA &R b2 S " BB

BHEIEER CA, HEEKMN "R CAE
1 NETCA Root ClassA L3

2 CCS NETCARoot L3 | L3 -

3 CCS NETCARoot L2 | L2 |-

4 CCS NETCA Root L1 L1 -

5 NETCA (=== CA) | - ROOTCA THIZ% CA

1.3.2 jEARNE
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NEFBRMAIEAER ISR, HIVSeEERE: mREr 2Rt
W SESAHEHFIERmil 55, EpZEEEIER IS 2E T FROIESIEM
BIS. Bz FED. RS, IERHEE RIOES. EZAGEIEEE
#1.OUERARE, IEBHND. IEREE. ZRIREREGEEERERIT AR
5. HEHFIEPT RIS EISHEE NETCA I BRI BEHE
.

RA 18 NETCA $IER CPS RAEXR I S Z IR EBMNIEEFIERAE
A, FEIEEEAERISRIEEENTD, MR NETCA (IRE, FUTFAEE
FMENREINE, BT FREHE—IRENIRS.

NETCA % RA RIERRRIRTRA "NETCA Al RIVSZIER" .

1.3.3 iJA
PO AEEEEE, BREEFADRSTEERNEBUEPRISTIR,
EHEM NETCA MEHERIUHTNARE ZRIIAVALR, ITRHFSUATER:
o THESZANERHISEREIRAIMIERESE
o CIESZIPFETA CPS FIHEFRIMY;
o HESEIANEBAAHRTXIRAIFALE.

1.3.4 {&#fi5
WS BIEIT/ EAET NETCA iTFPRUEBREHFERBN—T5, 51TF
RENSERBITABARR, KGR, BAILUARR—MIF.

1.3.5 {KieHZHG
NETCA fERIFEIERERiERT, EBNFEZBEE=7 EimiEFEN,
SR = T3 LMK ER LTS . BRI RN R AERIER BT BRI JE A ARBRSSH A .

1.3.6 Hfttpk=
NETCA IAIHARERFE B FRrABRRIER R R,

1.4 iEBRA
1.4.1 ERREHRA
HEF2EB TP EREE
HEBRAERFESLETE
MIEB | H2BRAA &, KREBD, TEHFEAR
FIEIEFRSS

I HREETHESNEARAF 010 L
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HEFEBY ITPTER EHEE

B, b, SENEN AT .
b, SWFETNEPPIATEE TS
SaEdES, ARESD, 171
SR NMEEINE SRS

ML BT, Bl SAETINERR
BHERFSESAETENRE
REMAHERRESHHITZEH

BT, tedl. SETE
HASIES | BUF. b, SIS
PA

AL B, ik, S|k
RFEE | FHEAENRERE

CHR ®
- HEAIINEE SRS
ey | BRI RO
Eii;i KGRI R R P | RRDE R
;__:Fé

1.4.2 Z1ERYEBRIF
ZIDIEB AT ERER S RN E R EM AR,
2 EBERIBREAE TIEB A A,

1.5 REEETE

1.5.1 EEAR
NETCA CPS HH NETCAIAIE (Z2) RIKEBEZRSHRSEE. Tt %
PFOERT, IRIE NETCA =&iRE.

1.5.2 BXZEEE
BREME: TMNTIEERXIEIMNE 38 SIRARREKE 5 1%
MR%w: 510308
pJud: www.cnca.net
FEiE: (+8620)-38861676
EBFHR/E: cps.netca.gd@chinaccs.cn

1.5.3 CPS TS

NETCA CPS 255, 3XH NETCA ZEmMAEZEE, NIE (&%) K
HEEROBEIEHERIN, 7£ NETCA Mk (www.cnca.net?) B#6/5, i% CPS
IECAR.

£ NETCA UEBBXRBERFIHREASEHBEITs0z/], NETCAIANIE (&
2) KIREEZRSEIHRMITIENGH TR, METERE, HIREREK

4 RRAIEIE K] 55 — b 342 www.netca.net 55 www.cnca.net J2 4301, FIRERTH .
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HICIREEERE _ LAREEFF & NETCA CPS,

1.5.4 CPS &%

NETCA 33 NETCA CPS {7/ 1&R0MRATESI, B NETCAANIE (Z2£)
REEBERRIIEECEARSRAEH R AT,

Fi5 CPS X NSIIBAIFEIMEANLE (Z2) REERERSHE, S
7£ NETCA Mut www.cnca.net E43q.

RIE (PEARHENERFERZE) R (BHAERSEEDE) 89H0E,
NETCA =270 CPS BRI FEEEREZR.

1.6 EXHGES

1. CA (Certification Authority)

FEEFIAIERRSSTUARIERR, CA ENESMINENEIENME, 2N ER2H
FRZFEENEMAEMNENEHE=01T1. CA SEFESHNEESS
BERFNAHBDREEIES, FARHFIERHTER. MES—RIEHE,

2. RA (Registration Authority)

IERTAERTERR. RA 2 CAINEFRRBIXIIMRSTIN, RREIERH
IBHITRISEZ, HRERDRSEIXHBEE KBEAES, IR EFHIE
HIE,

3. KMC (Key Management Center)
ZREEPONETR. ATETFIEERERN, FHEAINEERIT
EIRSHIEETIA,

4. NETCA
I REBEFESAEERATRIER,

5. CNCA
I RERTFRFSNERRATNS—MIEIRR,

6. WHEE
ITREBFESINEERATRINEBFINIERS RhEEZFR, FEFESTAZFRATRD
X REBFBZNESRAE.

7. CPS (Certification Practice Statement)
BB IR SSRINIAYTEFR, CPS FERIAR FIAIEN S A N SIS
HHEE, BINERRZIEES CA REH{ TR L FFIE TR ™ SE TS
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ASERGE, REFIEPEE. HFIEBRS. #EBNA. HFIEBEsE.
AP I PR TS BERES.

8. CRL (Certificate Revocation List)

HFUEBEEESIZRMEFR. CRL FIERATEAERERN B BREIA Z B
HEFIEBNFTS , HEFUERIT P AR S ERIER A 3 IE B SRR,
B CA BEfE R, CRLIBENBIRAMFIEPEZR, HFIUEBRLTIRSE,
NEEREERFIERSRE. KITHE. TXEEFIFRINTUES A BEA. #iEE
HFIEPFS, FRAMEEIR RS sefFERvEER.

9. OCSP (Online Certificate Status Protocol)
FEEHFUEHINSEAYAER, BT EmE e BRI,

10. H=AIEH

B EEMRILEE. EERIEHAMWERINE S ATTERREEEER.
RNIFER. EREER. BN —LET RERNSFX . BEANRFSHM
IERARZRIE (ST BRI HER S, SEWSRER BEEFRSDIEEML.
EM EHTHRFBSEENN, KBV REERHFIIERERBECHSD,
FHEREFIE BRI TE R B E.

1. 8FZR

KEZEH AN SRR TIZE SRR IIERUE RS EUE, SRR
FrERNZsiR, FLARIASUE RERE M, BILERA (flaniziE) #1T
EWEINIE,

12. 1N
BT TR T A BN TR,

13. INZHEH
FEFIERBINEE A~ $ARYEIE .

14. Z2RIEH
FRTIERE R AN BRYEEES.

15. DTS ( Digital Time Stamp)
R ERRRYREIFR. AT AT P IRAAISROSHERTIENR, LAERRRE MEFERS
(B3R MT/IEE AL L.

16. LDAP (Lightweight Directory Access Protocol)
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REREZHEMNAIETR. LDAP BTER. TEIHFIEBLRIFIES
fEEsIER (CRL) .

17. OID (Object Identifiers)

WRIMRFFRIEFR. OID HAEMMNENAR DB, FEER—1TBER
K&, OID B2—HARDFHT#HIEL (651%0"1.3.6.1.4.1.18760") , OID 1R
SRR ITU-T #E7% X.680 (ASN.1), &Ml (FOIPA) sTLAMNBERMREXELR
BRI MENSIRRF, HEIFERESERET R FTHEHEXNSIRRFR,

18. PKI (Public Key Infrastructure)
AFEBEMIRIERETR. PKI ASETFIEBNATZRAE ERARLIN
MISRRIBEXRIAR. BR. K. BIFFIEFNES.

19. 748 (Private Key)
B—MAEELT. HFEENERENNTER, BTE8Fss, K/
SR EBIT AN A SEINZ YR FICRE UL,

20. 2% (Public Key)
BILARTFHRIE 2R, AT IIEENAYFATEES ZRTIRIE, R LARBRINER
X, X, BERNEIFAERRE.

21. BERIHRIR
SCIVEZRSIZETIORERY. ERHIRSZAVERS. B, EFEEAS.

22. RSA 8%
RSA 2/ Rivest. Shamir & Adelman Fi&BBHI—FhANFFESANNZESL,
DEICHIRHIEIR AEM, BT MR T REIR S I ENENE.

23. URL (Uniform Resource Locator)
H—EEENMANEFR. URL 27F Internet B www [REBFEF _ERATFIEE
SEMNENFRRAZ.

24. BFER
—FRE NSRS RS, ATAREEYS, AR TRIPNZEIRE. B
FRA USB IZOEE, tELithstFR USB KEY,

25. X.509
X.509 2 ITU #lIERY X.500 25BN B RINENEP—. BARHIERE
NT—NEZR,
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26. %51
B AEIL B ERIBEE R ERIITIE.

27. ISk
SHER BRI RIEE ZERIREKMEH T ERED.

28. SM2 §i%
FEERZHEERAMIIME M AERE X 20 (GB/T 32918 (5
BRERA SM2 HEHEAAEBEE) .

29. SM3 &ix
TEEREEEERAMIEENER L. 20 (GB/T 32905-2016 58
TR SM3 BIERNEEE) .

30. PKCS#10
IEBIEKEEZIE, B RSA RENTHE, BEN TIERERIFKAIEA,
B RFC 2986,

B 28 ERATSEEEE

2.1 (BB

NETCA EEER—IIHIMFNEEE, TrERFRE. NEIERRSIEP
BXRAYER. NETCA EEEARABERERERNRTIUTRE: iEH. CRL, EHK
SIER, NETCA CPS &3HOhRA, LIREEH NETCA REHAHHNER.
NETCAIEBEARERENTFE, AXREFEHE NETCA & AATIERFIEREES
= (CRL) , EERITPFKESIEME NETCA IEREARIGIEEBIRSRSH
SEE. ITPFRB A TZRE NETCA WL (www.cnca.net) EEIEREEE
TEGER,

NETCA (SR EAS AN I & HANEBFUTEREBIEE s E
ROER], MEEREL DARS.

NETCA (SRS RATAFREIRIES. CPS AMEIT. IEBIEErRsEAsED
HEARNENDS, XEASHRTE CPS IEXEEEN—EH.

B& NETCA #5iE%), ZILBRERE (BREEH CA 5 RA 4HPa9%HR)
Fh{E{a# CPSF1 (8k) NETCA (EREEHAMIFMEERRISR.
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2.2 INIEHSENES

2.2.1 CPS i9%%

NETCA CPS —#£ NETCA £/ www.cnca.net LA BEIFEIBF X A,
BEX, BIATER, H—NEREHAEBIERE. FisERREx
SHRIFEIEEL T, NETCA CPS NAHREXEFEA 1.5.3 1 1.54
HE. BEEALTNAR NETCA WL www.cnca.net BE, SWEANMARE
1TiEA,

2.2.2 iFHH CRL &7

HAEPESRMINGE, NETCA BZEPEIAEHENSERE. NETCA EHS
% CRL AR EMHIRBEE. EENHIER. IEBERBATE
NETCA BY LDAP RS esakis e E R EM BRI EIFREIERF CRLEXER.
EIRT NETCA tRMHARER OCSP ARSS , IEPB K5 LN a SCRATHIFRELIE B R
FEVIRSER.

NETCA RSIER A5 F I LDAP B RIRSS S ERTEFNEPEEET CRLEUE,
FHEEBOHEP R CRL IEIIIEK,

NETCA & A HEEBEFAERSTEIINEREE, SIEXT NETCA
ABAPEPHTIER. BEESASREHINERNF NETCA & HASIERRIAT SR
IRSZEEIERMEAR R AFISMAIEE,

2.3 R pHIE)EksREE

2.3.1 CPS Ry&hAIAIsKIHER

NETCA & RAT A% CPS BUERFThRA, —BEXIHINAMER. *h7e. BARER
154, NETCA $87E www.cnca.net E& 70, FHISE&HHI CPS &A% 7E NETCA {3
B,

NETCA RIERAIRE . WSERE. NEEHFAEEANNEMESRK, RE
X3 CPS RUEN, E AT EFSREEH NETCA IR E, XMARNIZ
ZERRY. B, HERGESEREEEINEKN.

£ NETCA i&B&f#HY CPS, & SBEHIFRANLE. BREHAER
X3 CPS HTEM. #h7e. ARSHEEHA, HFIHY CPS BN EERAIFIIEESLD
FEATIRES,

2.3.2 IEBRYIRHRIEEIRZR

MAEBEZEMING, NETCA 7£ 4 /N RBIZEBEI SRS EE,
PR LAEEBEREPLMEIRER NETCA ERANES.

NETCA B BR A A RS TIEENEEEMNECH R M EHIIEFTIERE
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2. WJPMEETT A7 NETCA f9 LDAP fRSSEREEERIEEE L&, TEHE
FIER.

2.3.3 CRL MUATMEISSEE

NETCA STESHURERSBETRE, SR8 CRLIATE NETCA K
LDAP JRS3 S8 shig RS S s, WE-BREEREs, SRMREBREA
B3 CRLATIVSAIBERE 24 /NS, FERENT, XITRMLSHT
BRI CRLBHSATE 24 MNIREFEE—R, WFRB CA TUBEBREL
CRL BKATE—FRRERSE R

BT OCSP iy, BRETUSHEBABNMEEEBRTS, SIFEH.
ETSFEEREE. SRS, EEEERE, NETCAIETLUREeR
BRSS, MISTEROEBAR. NG, Hi/AUMIEER, NETCA SIRIRAETS
BRI TRS BRE.

2.4 IHEEaBIaEE]

NETCA ZEERiL ERASEEEANAREE. BREH L
iHERE, MREREENA NETCA TIEARABURE. (SHNMES NETCA 74
RIHIEEEER, ERT NETCA TEXERE B ISR E R TS BRI,
LR RESESE T P A ETES NETCA RERIEHIISEEE

S+F NETCA %789 CPS. CRLANREBISE, T ARREBKES TR
SRRHIHHT RiEiiE,

%6 3 B BHhtRR5 =

3.1 B3

B FBIEIE (GB/T 20518-2018 (SERSRA NBEMIZHE %
FIEBHEILY . (GM/T 0015-2023 FFIEPE)Y HER, AEFERER
B, SRMFIBHESEEN (Subject) , BRERRZEREIESAE,
XL FRATamE AR X.501 B9%R5I4 (Distinguished Name,{&#R DN) 75
. DN EBEESSUUTERSEESRS

e C, Ex

S, FifEE. MmETHK
L, ik
O, AR
OU, HEHTAIEN IO
CN, FREFR
E, EBFHBE
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RERE2£E8 DN BEERRHE 2E TR,

3.1.1 HFREFIED CN HEERR
FEEIEP CN BUES T

WS | EBXE CN EY{Er=

T | DALES | NAEREARRES, B SEMAIIRIERRRER

(1) HUE: RLANMEEFR (SHE I EARE—E)
B &R, EA LIS SEMATIFRTRRERGNRAOEAHA
(EE

(2) TP A: BPAIES

2 | HEHES

3 | igsiEs fE&. P ik, FF R E SRR (S IEERT

[REEEEHIRTIR /B TR, S RIF—E)
Hused

4 o ENANEBEAERERK

3.1.2 DN iRBB&ER

(1) DN w/ageRRFtmR] PR S M EEFTERIRSEIL/ZBFR. WSS
FR;

(2) R FIREFRABEME—HRRZSWISLIK;

(3) MEESERZFR. BBFHRFE. HHEESR, W—FRRZMSLK;

(4) MMFRMNAIES, DN s O IR,

3.2 {IIaEHATEIA

3.2.1 iERBHBRTAANGE

ESEBERTAE SN FERZRERERERIBEASE S FEMAEXT N
B9FASE. £ NETCA iEBRSBAERF, FABERFmER, IEREKREEFE
BSREFAERTHHEER, CA BEMAAHERIEXNER.

NETCA EXIFPBRIBEAZEFREGSCHIFAE, AL, IEPRBAGWEEFA
PEOE—FEE.

3.2.2 SRIBRIRHIA

NETCA BiTiEBERiEE IR AIEMEE A TURBGERRIEEES. NETCA
BES EX EEZER AT EN SO RY, SE S R EEZH 2R,
BN E=AEEEIRSIRS, SHEBIEHRE NETCA IAEHIER SRR

> QRN AR CAE O FPARIERIE, CN ATREAEARIE .
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ENERNSD EFRSSFER. S1209K, @Y NETCA thFEXIEIH AR
HER SRRSO HITIRIA, BMEZNERBFHEAOE RS, AN
KRESHH, EIZEEZENSMDIEEXYE (BIFERRTEMIE. FREER
EEMIERAER) |, AN ENESSSH,
NMEATFEBESREEINVEBER (EBREFERIEPREINERRE) .
—A&EEM NETCA 5 NETCA A9 RA IR T ERIH T B0 BN IEIA
1. NS MHEE. TWABIHEEIHENEMMEERBIEER (8) .
BRUEHA9ZEBNT
m EER
S EBRNGEAILES
HESRAMEAZCIE
EOIER R AIENCIER
BUFFIESZ
m HhERuEHSF
2. ZHASHIBERS. S ABREMIHFSHIHFNEREERAIER
(BH) . BRHEFRENT:
m Sk
FAZX
PER
EIEZN3
ZEANSDIUERA
m HtEMSDIERER
3. IRRUIEER. RITHAITARSEEARALAREE (BIEFVIREEIE.
RIS, BEBEELN) REEMRBBER (88) /B804t (88) /151
X (3B) .
NETCA FEARBRIBEANSHESBIHEH A, NITEIRIT IS,
BATEIRA MR MMNE A, NETCA BEEPRiERSDIBIES P F LR,
HEREARHRIRBETREENRFNEEN, EE8EinER, BiEAL
SRR ARG A S E FE FRRFRRERRS i, BN, BOEZATIEY.
NETCA ¢ NETCA #9 RA I BB ARTAAELENER T, KR
HEE. S ERFEHTRIEST (BiEKEZLRINEE. F=HFa8uE.
BEMiGIRE) SETFPSMHRESE/ IP it EEE, RisiWaahEe
B EZEANATTIEIINS.
T L2 P, EB O EKES T RIS A RRISE=550E, NETCA
—RABEHITRINS D EEEHAIA.
XF L1 FUEH, MRS RIESS, HEZREXRBKEREAEITRIIN
BEICHIA.
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3.2.3 NABIBHREEIA
NETCA BT iF B RiEE IR HIBEM IS UIREBUE P RiEEEE. NETCA
BT LA T —Fa SFHIEIR A RSEHANASD, XEHREFERRET:

o MEXHESEZEWIFBENASHIIEY

® TELLEHIZ

o BRI EIE

o EIFE=HEEHIRENIRS (HlNEELARSMIESBEARSHOE)
o SEAEN

o SRISIUE

o FHISE

e HEiAa)

® Elfth NETCA A ATELRIAE

NATFEBEREINNIEBERE (EEREFEZUEPEINEDRE) .
—REER T, NABRBEEMNBE NETCA 8iH RA IR TSR TEMEZ
KA
1. PABBER. TABREMDIHFHIHFNEREERRIEER (38) .
BROEHHAIZERIINT
=yl
FAOZX
Rkl
[BZUE
ZEANSDIERA
m HtEMESMDIEEER
NETCA THIAARIBEARNSHESBIHRHEARFA, NITHRREEIEH.
RAEER RIS, NETCA EIEEPRiEReEIEIES P F LA,
HERIBARBNRBSRIEFENRNERN, Ea8nER, BiEAL
SRR G S ERANFAERE S, BN, BEZATFIES.
NETCA & RA PV BSZBARTIAABVENBER T, REE=AER
HEHRSZEEITPEN, FEAGRSISZERIEETIEIINSE.
NF L2 HFUER, HESMOEZEKRTEHMETIAHMNE =S HZEUE,
NETCA — g A B TEI NS0 BRIZE I
XF L1 HFER, MRERNASD, HEZREXREKEATRIBEITRAN
BEICA.

3.2.4 H#3hA ARYEHBTRIA
NETCA BT HIEERZ BB A A TERBILEBHISEER. NETCA
BRI EXH R RERRISE BRI SDRIHARRMY, BB TS
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R, BB FR=HEREESMRSS, SFRIELIAE NETCA A AESRIERTS
URIBEN RIS H RISTFER. GiRRISTR, METERNARE TIETH
15, W NETCA AT IHWIRAEIE R SRINRAISDEATIA, e
ZHWIREARNE AR PN ADERIER RIS, ARERS O,
BEREEENSMIEAN] Y (BRERRTEMHIE. FRHGEECBMILER
B EARRERINESSSH.

NATEBBREIAERERE (EBEFERUERRINERRE) .

—hz MM NETCA B NETCA A9 RA 1RELAT BRI TSR ERIZ N HIA

1. HMEINSHER. TMEREHEHEIEHFNEKREEREBEER (88) .

BROEARIZERIN T :

Bl
FWEBALEAUES
HEBIREANEICIE
RDAEEI B AIECUES
BURFHESL

Hta3uE

2. ZPABMER. EDABRESMIEHSIEHHNEIMEERHBER (8
H) . BROLARIZEEINT:

Spik

FOZ

iz

EIE213

FEABDUEE

Hith 5 S0 IERE R

3. RAUERR. RITHRTREEENRASZIARLE (BEFTIEEIE.
RIRE. IEERIEFS) REEREEER (88) /EUF (88) /
BRER (88) .

4. JHIPFNARISHER. TP PARNERSDIEHEGEIHFERMER
RETEHENINETENERERY 4 (38, RIERSERIEH).
BROEARIZERIN T :

Snik

FOZ

iz

EIE213

FEABDUEE

Hit5 S0 ERE R

NETCA FEANBRIBEARZ D ANBSHELBIREEHTHA, WITHER
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I, EEFERINEZTMIES, NETCA SEIEBRIERENERES]
T LABA7R.

EHBARHHNBRBEHEREIRTNERN, IEESHiNEE, HiEAL
SRR EM S4B ERRIFENERN 4, &N, BHOFERATFE.,

NETCA B NETCA AY RA B9V SZIBAREANBUERIBER T, REE
RS, SOEERGHEERIEST (BEKEERLRGEE. B=5FaidE.
HERIGIEE) E£ETFPEMRERRR IP tiflEEEHEE, Bisiieai
AR RREE TIFRINS.

T L2 FIES, ESMEREKMT MG HHNSE=5EUE, NETCA
—RRAFHATEI NS B AR

3T L1 b, RS RIEHRNIASE, HEZRRRKERRARE
RHINEEITA.

3.2.5 REANNIE

RIS ARBREIES, BRKERBABOHAESES, IBAX 3.2.2, 3.2.3,
3.2. 4 IERREHE AR M, BIUERRREN IR FRIRAISRIAEN. FFRANR
BEEREEMR, Ea. Pl WSS,

NETCA 8¢H RA RN SZEBARBNABVENER T, KNB=5ER
FUERIRS EET P B R BHBAMREIAEN, BIEABREISZERA
EETIFRINS.

3.2.6 AFIIEARTFIER
RERIEFRTZIAY, MTFTAZITFBMOEMRIESR, NETCA —RATFIRIE,

3.2.7 HEGMESRRRBBIRIA
1. RA
® RAFFBEWNFIRTIAREAIE, HEDEZIKIEA 3.2.2 /Y
EKBHT, FHEH NETCA BHTSCHAIERERTHAESD.
® RARJZIEH NETCA iR NIEWVSEEMEREEHE, EKE
BnEEE, Hiz{FE1E NETCA RIfEXME.
2, WEZEAR
® NETCA RS ARVIZE NETCA BiERTE RA HIHERIERR,
o USZHEARMNSDIRT BTSN NEBHBEBENFMEI, B8
/AFFE NETCA RUtBRHIRE.

3.2.8 CA {HHINERER
NETCA j@IS AT REFERNERIE CA & @ISz XIAIE. IER3sPHE,
SEMAEROESEEINERXR, 11 NETCA 55T CA #{7THHEEIAIL,
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FS1E NETCA BIRQus 2070,
NETCA FETHEINERNERERR AR ENONE, WREXEFEZNR
FIBBRNERNREBGSFRIL, AR EIEETERR .

3.2.9 {KEREHEZBRIERK
NETCA 7& L2 =4k CA g5 | A EKIE T3 Bk & NETCA IS
D%, IXEARERER T HIEIZESR N S NETCA BSHISH HEREKRIBY,
NETCA S3KEf Bz NIz P TR EES I, HIREREEFITR
B,

3.3 iEH (FA) EFMERPISHDER]
PRI FPRIBEEFNFIES (BH) i, FBLIBMOHR, FaesT
PREFHIIFE,
NETCA BJLARABUA T AR Z — R EFNEBFAISDH TER]
1. AREBRXEGEZEVIHFERNENBE, WSHFZEY, TH
BXH TR RIS EZ,
2. FRRAAN 3.2 SIpHHIRKIESE,

3.4 EBisHERPRIEHD E5]
A BT RIBEEESLETRR, FELZIBMER, A 8eE5chliitEhY

Wiz

NETCA BJLARABLA T AR Z — R RHIE B PRISDH TR

1. AREBRXEEZEVHINFERRIEEERE, WBhFRZREY, TH
BB TR RIS DR Z,

2. FRRAAN 3.2 SIpHHIRKIESE,

56 4 BB AHRIR(ERE

4.1 iEPERiS

NETCA i&id RA ZIESAAGIERRIB. IEBHRIBAISSRE LARE [N AL
NS HEEMEENAE, ERASHENE AR RS LG EEBATLA
INZELMRAIUE R ERIE. IERRBARRIMERWNES, BNERBIERHRIBE
NEIE,

FRIBARBRE TEREERITFPIYAARES, SRR THREIIHERIAS.
FRIEERIBANEPEBURMES, a5, TENSMHER, B HuURREMER.
HEERFTF=ERAESE.

NETCA ==UE BERIEREN:

1. IEBERIBEAMN_ETEITEDEM NETCA F/E RA $REUFB R SCRFRZEAY
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AP ERIBEERRE, BREEKEFHIER, BT NETCA RITELAR
BRERHBER.

2. FIRAN 3.2 BIpERIEKIRZXINER, R NETCA BcH RA #1TiE
. BHEZINZE,

4.2 iEPERiELIE

4.2.1 B{R®EHZ
NETCA 5iH RA B5iEAN 3.2 HIFRFHIEBRIEHI TR EZ, LK)
HBrIELE.

4.2.2 FBHRIERIEZSIES

NETCA 5¢H RA XEBIISHEFZINERRIE, FHARIKEIEXE A
N, NEEFEZZIEBERIE, FE NETCA RIEBERIFRK,

(HARRERMEBRISIDILIRI L, BiReETERmEXR T PEERIFRRM
£RIFIME, Bk NETCA BiE RA INSHREMERIEERY, BERELIERIRAS
HEXZRRRY, SEHBEEREEZITFMNAIRBIEXK, 5l XTNSHAE
REIRZE, BRimE NETCA EftteiEEKEMRY, NETCA BiH RA BEA
HHEE,

4.2.3 SMEFBERERYEIE

—RRIBER T, NETCA CENEBRBRIRENEHRNTFEE, SHEN5A
TERYRLIERI IR,

NETCA 7o¥FREEIRM B SR HIRYBRIBRERIS TN T, XATIFAEA
SEFOUE BRISAYAL IR AT A,

4.3 FPELR

NETCA SRIEESZ AR RIS HEAE R R ARIBELRE RIES.,

NETCA 5 RA Z B BIE Al ERNLZeERE S NRHITEMIMNEREIREE.
NETCA FEHARIERBRIBRZERIBEKRN RANSMDE, [EXXARBELRER
FH, EEKISEFR, NETCA (AT LN RFICRIRIESERALTFHREZ,
Tt BB EEBEHEZEEMTREREE, W NETCAINNHBEEEFERE
HgEm, BEESRIES, FENERSZHRBENRA, EEEEUHE, BEFE
IEPERIER.

IEREAE, H RAEHEMINGEELE, FENTFSEPLRETTEIRE
SARRPFHFHTIER AR, SBATFET FEZRE. RATLURBIATARS
TR

® UL/ EEEAN
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£ RA S mEXIE SN
FRTEIEA]

RSN

FE T HR{HEA]
HESITFAENAR

4.4 EPIES

4.4.1 {EBRIRT
IEBEKRE, NETCAZIEFHAEI NETCA IEREE,

4.4.2 FFIEBRIGN
RIEARRSERERE, UTNMEI—FERSNT P EZEFITES:

1.

2.
3.
4.

ZPNEERRCR LEF,
TIPSR AIES

TP MR _E T EGZE S
SiTRAENEES.

4.5 ZAXFIIEBAYER

4.5.1 {TPFASAFEBAYER

TP RS TR E S e B RAIFALE. 1T ESEBITEER
DIOZERRITHEE, FTEFTFRIN FEEIREREIIED. 1T RS IUERAT /R
BFEFRBRAEE. NETCA CPS Fi&ERIHMY.

1.

2.
3.

WFRFABRERRMASIERH "BEAE" (KeyUsage) B9Ek, K
EAERIRERNEMIIRE, HITFBITHIE;

1T FRASBFRIEBRERRAF ST PN AIEK;

W FPEFERIEBO AR MAFASER TR FEZRT, BRIERLATH
B HTEFER, HEEERBEFERSN, NERFEZIERZEY
HEsR#RIERS. i (BEPERHIsMIER. B, 1TPR{ELLFERTA
H) ;

VPRSI ERARRTES, FERENG IS EREE LERASBRYIZSS, it
B, WENEREENBER;

U PARARFSERRFIELEM;

WURPTEREEFBALER, RKASA NETCA BRiEHEEFATEXINAY
HFUEH, LIRRELERMIRK.
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4.5.2 (KBt AEBH25RR9ER

IEBARE SR EXT S IEEEEBIINER, IS EEHIEBR T XD
BB, B RIS A HFERES . BIBFPNEREEEIUT=
ANGH:

1. IUBZIUEP N NETCA &%k ;

2. MEZIFBEEEIN;

3. BERIZIFRIREWEE. HiE.

IERBRES5KE NETCA BUtBXIRIERETE, FFRIRARMRREDZE, BE
SECHRZNE, HEB N ARFIERIEIRE.

FERIFF SRR, IEBEKB NS NETCA CPS, BYEESHHIEIES
R ERFIZSAN AR RE RS RKCT FRTH, W FAREIEBEHER
FiZRIERER, AREA aTLUEARRI,

LKA EEREINREELES AN, AILESIHABREREEHIKE
ESHIINEES, AEHERER EAAEHMEEHTINS,

4.6 IEBEH
IEBEFEEASEERPHNLNNE, BEB T A EERAZRIBER T,
INTPER—IKEEREFRRIEIES,

4.6.1 IEBEHRIEH
1. IEPHEREAE NETCA HERIREXRRE, BERESATEEREH
ERIBFVFAREER,
2. W FEERRUCERIRHIEBRIEH RIS,
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NETCAREHARI R E FRCARSANAIER, SEMRENERFT, mED
SEEPEERRIBEBARSETIE, FNG M IS TCRISE.

TR O SR SRR, TINE S EKMC
HRERDIRE T

6.1.2 FATARIEE

NETCARIFASE RBERFENETCAEHIRIZ I IR BRI E 5 EIRIE 0
EH, ZEIEEIMEE,

ITFPRIERFARET PRSI EEHERER; MiTFRIIIZFATREKMC
iR, BYREBEGEELT XY NAEBIREERRRE, RIHEEFEIRT
INEZRATHANIHEE.

FINSEEIERIELEE, ATLARCAKRARITFEXNHENIE, SR
TIEHRIPAOIARE (WERE) LT, BT PELAEST.

6.1.3 2$ARYEE

ITPRINERBIERERIERIE, (PKCS#10) SREHEE INLLBE
R EBEEBRENETCARKIERE &, 1TPIEBEREEABBEIEIERH
NETCAKRFZEINETCARSEREE, WERHKES T LAMNETCAUERE REIZIERA
=

NETCARI AN EeEEIZARGERIINE, NEZEBANETCAZ RKIUEBEREIE
FEBEINETCAUER EHT PFMKETS TE.

6.1.4 SEKE
NETCARRSARZRIEZIRIKE R E TR CAZTHKE /92048(1/54096i,
HIRSAZEART ; NETCARISM2EL ARRZSAIKE R E TR CAESBIKE /92561,
NETCAZEKIT PRIRSARERIZSHIKE Z /D 91024(3[5 2048 HIRSAZ
HxT; NETCAEKITFRISM2E XN ZRKE /925617, BNREBERIERATH
.
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NETCAZKFLFAFE (BRBEFEZUEBEINERREE) AT FRNERENE
0792048HIRSAZH, BNNEBRIBFRTHLE.

NETCAPRHI2048(IRSAZTAXIHIMRCARIER, FHELSEMA. NETCARRTE
1024 RSAZRXIRIEFIEBE R, BINABFHERASM2EEZRTETIES.

6.1.5 ZfARE

FENETCAINEREFHZAREINEPEB EZHEX, WO ASFNE
R,

NETCARNERZZHERTFEL THRCA, 1TFUEPBFICRL,

RAMIS 2 Z4A FB T ARAFTMMBY S B IR E,

PSR EAATRANEZ 2RSS, NEBEERTREPIHER. %
W5 BEE BT FITIEBRBIA KX T RIBD . REXFXTFE SRENERAEEHE
ME. 1TPRINNZZE AT EEENSE HEXAEERTING, RIEHEERAIE
BiEZHIMEMAGE. Eil.

B2 5N FIN FEEXNZAERREIESEX. 509 EFRNZRREET
R,

6.2 FASARIFSERIRIRAGIES]

6.2.1 FEiERITESEH
NETCAINER S EREZREBEET PATNER~m, HESERGS
ExNERIRERK.,

6.2.2 FAARISDEIEE
NETCARRAZ AE=FIRIEKRER (BFEK. g, &6, E. =L
$HER) CARIFAA.
NETCAERERZ L EEER AT RIEHZ D12 5 R4 A FIERIF CARIFA
. BEERREIFHIMIEN (EFRMEDHNS5, NEDAERKTM) 150
HHTRASARIDE], BISEEFRREIR S EIRMANERD, HEREEARD AR
B, AELFENT "NEDE" FEESSTELIMANERE.

6.2.3 FATAIEE
NETCARYHRFI FRCARFARAAHTIEE, HERNERFBEEARHITITE.
RIEEZREXENNERK, NETCARITFPEKMCRISINEZ RIS,
HiRFSHZEREERAX 4.13 HIRE. ITRNERMBEEITERE, LURIER
ARIEIANE.
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6.2.4 FASRER

NETCARUFARIZA X 6.2.2 NEEAABNIIRZRENHEF (MICKEEF
ZR) | LMERERE S EMEIR S TR E.

BRAIZ 6.2.3 BUIEEIRSSM, NETCARIHTFPRIFASEIHITERD.

6.2.5 FATHYIY
NETCAXHZHARICAZSEXSH TR, (RIFHAPRIRIRAN 5.5.2 B9EK. B
JFREECAFASAA BRI, HERFHEEHTHEE.
KIBEZRIBXREMENETCASITFAIMNY, KMCAIXSABEERIFAEHT
344,

6.2.6 FARTEZBIERBPHSAIST
NETCARIRCARHE TR CARIFAERI AR ISER P S, ASCIIFASEED
NETCARIRCARE TR CARIFATE, tHel LIS ABIEECHERZREEEE AT
HZRBtELR T, DASCHIRMEIRSFIZ LIRS EHE,
W PEILAMERNETCAIRBHIIEBR FER, (FHAATZMNBFERHSH,
BRI FRABENZ S, (BiTPRINEFAERT LASAZB 7R, 1T tBalfER
HEREBEEIB PATHNEMZDIR SRR,

6.2.7 FASATEZMBIRRPIIRTE
FASAEZ ISR P B LA A R

6.2.8 FATARYELE

NETCARIFATASRAAN 6.2.2 RUEHISTUHITEGE, AERIERMBER
RIFRRM O,

T PRAABIRFER FEREERE R, BE Mt HEREBEES AR
BIIREBEERT, FERIEMPINIDEIER A BERUEAR. BinBIRIREEIRER
RURATRELE I ECE R —ERME B (FLE) .

6.2.9 FATARIELE

AT AR R E R E O PR HEGR HRERIN FARE S, FAARY
BIERSEEMEL (BUEEE) . NETCARSFATEIRRIRAANX 6.2.2 g9=H]
BV TELE.

FIDRE T RABRUAE X RI DT L.

T7RAE BT S IEA R A %42 W



@ P&
IE I E U 25 S V7.2 NET CA

6.2.10 FASHAYEHER

NETCAXYFSERT ERIFATEIHTIHER, SRR FEIIEERAIFAIEI AR
H{FRE&ED, NETCAIRXMHEBREARTERN. NETCAREAX 6.2.2 g%
HI75 T SR IR R AR AYFASE.

NETCAXTMIT B AYFE 72 Rb e & BE R S DR B e iR TRATEH
8. TP EELLFERIEBINEEINREAER ~, AL EEE R R seAEN=
BEFER, BT LAERANETCAIRRMATIEREE T ERMIPRINGERERFAE.

6.3 ZiARHEERE

6.3.1 2RV
NETCAFINETCAIT PRI ELEBIEANETCAR £ THIE R T
BSES = RIEEERET, FEERMRASENETCARFHRIFED S,

6.3.2 BANSIEBRIBHHEA
—R& BN NSRBI A S B NASEREREIER. BEXIEIEEE
FEEEENSEMMNZER, (B SEARRITERFEEEE.
EELPHEREMAEHLEBER T, NETCARTLABRERRZHEN HiZT
FPEFHES.

6.4 HiREE

6.4.1 FEEHERIF=E
AEEIRIERTANEMAERIA<S. PINISE, "MESE" HiES.
NETCAH "MEDE" HIERHEINEERTE (BUA36.2.2) . 45
RIC<EPINISEREBANETCATE, BEMHIRY, BRMEITENIMETL~ER.,
NETCAZKELVSS ARBGEEINTT FIRIA TR E (S < FIPINGS:
o RKEFNNF8INFR, MRAERFaEIRERE;
REF. FEERINS (10 &%$#@\~!" ) 4Hpk;
MEFRBEXAIFER,
FREFIIRIERAVRFER);
e 2 AP ERPIRIKINFFRIE,;
AMERAERIOSEPINGG,

6.4.2 FEEERIRIA
T WESE" , HFFEERETNEFIEREBYIERIFATES.
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O<FIPINBSRERNAIFARERAR A BERNE. FEREBAINSFIPIN=
AR EEIEC RS AR, B LLHEEERETEN,
AESERRIENEIER (AZRMARIERRIO<SEPINGG) |, KEER

L,
NETCATE(HAIRHMRAIME SR aEH BRIER ~, NECEEUERITE
B, FHEREFERICR, AXIHREEEIEIE.

TP R B TiHMEE R DR S SERAIPINBA BB R ks aiatXE, 2
WIT P EHAEHPINGD,

6.5 ITRFIMER 2=

6.5.1 ITENHIMER SHEER

NETCARTFIZITANERFL IR HEREIE At EHEANETCARN R Fi4E
IPARYEHR, RERFHFARST IRNARZTEEIEX LT B (SRR
Tk, BH. RE. BMEERS) | DRIERFELETZEAEETRE.

NETCALEFRIHBENZEARSRIFIER, FHERNEMDRERHRIRS
Fe. (HA4EHPIIERANET MBI BTSRRI TRSEERZ 8eER.

NETCAHENNEERIKSSER/NEBKEERK, MESRFEER
BER, RFHHRARERENXEOL,

NETCARNEFRAMERAZSRAR RAPTXIEZERESTE X,
FEEBBNEMHRE.

NETCAEHRF I RIEIME BTG IR, LGB SEHRNENE,
RETRER#{Esk B MZAIXBS.

NETCATERMER|IRIRERT, BRBERIAILE S22 RIS BFMEH 0
LARRIA.

NETCAEHESIEIR S = S T EET BN B T 2 ERRIRINT
=R

6.6 “ErsEHBEIARE ]

6.6.1 RFEFLIZH

NETCARPAERZESXE (BRAERRINEBLER) , FEExRAIEXR
HERRGE.

NETCAESREREBEIMIAY AT A TIBFFSISO9001 REEK, FET
EZAYENFEZ R B (REZ R,

NETCARPAER G ERBERZEREBEER VARNETREHTRE
EHERER.
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6.6.2 FRFCLHIEH

NETCASHAIER G A EHI AU EI#N T AFHERMRAHITEH, FHRERE
WA TAESLEA R A BEAIA); INERGRIERFHRFEANETCAINLE (Z2) &K
EREEERSHUE.

NETCATEZ R GeAl T BRFF R BIRHM B TIRNE, BIEUNA0RA
&g,

6.6.3 REEIR=HI

NETCAINERFRIBCELIRAHAEREPSCRER, FHIEERIIEEIE
FAREH, SEREAIRGIEIAR. FHEMBSZERE. HENER
FEROHIEE. SIEANERFRFRIGES, RRBEAMLRSEENRZE, Bk
RIFANEL,

6.7 PILER S

NETCAINERSRIFERBRERAR, o hFRNXE, S1MXEZ
[EEEAR RISHFXIERITRIP, HERENSHERS, SIS,
CASRARIHEGEIR Z BB (ERAVPNSHEEL 2B EERE, FRARS
SDINERA,

NETCARIR L IR EHVIRIERA. MNRRER, RIFEEHRITER
. AEMEERAREE IENARTREEEBXEMRIRE. FHXEIRERN
EERKSOSHER/NEBRENSREENK, WE4HF AREHERXLO S,

6.8 EFHIEIE

NETCAZECARSZHEPERIIAIRS 2, ZATIAARSS SRR AR E AR 1]
(UTC) , BEREEMRSHEE.

CARGHIFTERS S SRS BNREARE, FRIRASBFICRT
R ELR AR,

NETCARIZBEFRIEIEL (DTS) fRSS, FFERFC 31614RtE, HEEAT.

5 7 &5 ¥, CRL#F OCSP

7.1 kB

NETCAMUABNERRFS (GB/T 20518-2018 EEZERA NAEMIKHE
HAEBIEILY . (GM/T 0015-20238=E P8R ) FREEK, FHFEFITU-T
X.509F0RFC 5280FEFMNEISE, IFKEBoINET B, FHXSEENT E
Ix.
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7.1.1 [RFS
IEBhRAS/9X.509 V3,

7.1.2 iEBIRBIR

NETCAIE B ET REE:
#ZHAIE (KeyUsage)
IEBEERE (Certificate Policies)
FAEHRZFR (Subject Alternative Names)
EHARPR#| (Basic Constraints)
I FE2%AM% (Extended Key Usage)
IFBEEE5IES &S (CRL Distribution Points)
MANKIZSERAR (Authority Key Identifier)
FRZSEFRAMF (Subject Key Identifier)

o HSEih1E (AuthoritylnfoAccess)

NETCAtH3#5GB/T 20518-2018#rAE M B FBISS HFIE BE RIS
EHRET R, HSEAPEEXY R, TiRERFSNANERES. BE
M R R IER T AIERRIRS,

R PN ERBEIAREIERRBIRKHIERY B, NARIZESZIHIES,

7.1.3 &£ 0ID

X F RSA & X iE B, NETCA £ 2012 & LA B iR 32 K9 #R & A3
SHATWithRSAEncryption BiZE&IE, &IAOIDAY:1.2.840.113549.1.1.5,
NETCATE2012F R LAGIR AR ERSHA256WithRSAEncryption & X & &
I, &5%0IDA: 1.2.840.113549.1.1.11,

S FSM2ETARIEF, NETCARERIREMFERASM3WithSM2EZ& &I,
HE£0IDA: 1.2.156.10197.1.501,

SM2EENIE, AEMRAECCHEBERMENEZLE L, OIDA
1.2.840.10045.2.1, NB&#+, FRRECCHIZASM2IBEIRISZ A\ BRBEX,
#i£0IDJ: 1.2.156.10197.1.301.

7.1.4 ZFEX
IEBERBFRATUANVERIZFRAZZUEEARS 3.1 FIEK, HDNER.
B, NETCAMUARSERSIFEREIREINT R, EEAEREBRY R
AL SUEBERINEMAXEZFKMERS, LN bt fRSSE8AIPitEh &g
3.

T HEY RIS S W A
& NETCA ARl RGN B 5 PRI, 10225 VAR E 5 82 P Ve FELRT A 7 PR RT R0 Al R
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7.1.5 iEBZAMAE

NETCA {RIEERZHREEBIEXRERXK, MIENEHFIEBNZERE.
NETCA &&NEFIERBHEEZHRIE (KeyUsage) FERREIERR T LWEIAIE
HIAFFESAR T AR IR, 1T PR IR BRI SR B AT A& HIEL
FUFPHFERTS.

7.1.6 iEHKEE OID

IR SRS EIEBIATEFIEFIIINET , FaERMRE AR RIFIERR
EXYSFRRRT (OID) LURIEEREMY, IERRIZOIDRFIEB AR MR
SHIERES. BRI S EEZE B T AhE R B RIS LB B E =R
BEEZILEP. 1T P ERSEHF RSB RIS A B P AN M ERiEHER
iEH,

NETCARSIERERROIDA: 1.3.6.1.4.1.18760.1.10%
1.3.6.1.4.1.18760.20.10.X (E4KITFER) .

IEPB%E oID 15488
L3 1.3.6.1.4.1.18760.1.10 BHIMARNERETFL3, OID
& #91.3.6.1.4.1.18760.1.10
1.3.6.1.4.1.18760.20.10.3
L2 1.3.6.1.4.1.18760.20.10.2
L1 1.3.6.1.4.1.18760.20.10.1

JHTFEE (EEHEtEFSZEPEINNE) EHEITEE, IEHER
OID¥: 2.16.156.339.1.1.1.2.1 (B%AA) / 2.16.156.339.1.1.2.2.1 GEA).
Hm—ENEERE: 1.3.6.1.4.1.18760.20.10.50,

7.1.7 REEREFANEEFIENY
FENETCAFMAMEBANER RIS BIIHE ST CPSIRISIRERT, =BHtT
1SMNETCA CPSHYURL, MERRTEAZRENNETCARY ( UEEREFIAUEMV SR Y .

7.2 CRL

NETCARTEICRLEGS (GB/T 20518-2018 EELeHA NAEMIZHE
HFIEPER) . (GM/T 0015-2023%==iFBH&=) & ITU-T X.509. RFC 5280
FNERGE.,

7.2.1 RS
CRLIRASIX.509 V2,
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7.2.2 CRL #1 CRL &ZB¥ EIa

NETCARFHICRLY, BETLATFY BIR:

® UARNKIZIEIRARF (Authority Key Identifier)

® CRLZgS (CRL Number)

ANERBIEFRIHRENERE, CRLEBNSE 2BUEERIREY R (Reason
Code) ,

N PN BRI B R A REIE AR BRI X HEAICRLY FEER B CRLEZBY B, NIAREEE
FHiZ CRLEIGIEIE B AIBEEIR.

7.3 OCSP

NETCARAOCSPIRIHAELIEBIRSE RS . OCSPIEACRLIGBERI4NTE,
RHLLCRUS AR ATRGIERIRSEIGNNGI, F5{ET PR R ATRIZREGIE IR
SEE.

NETCATEREE—MIEBE, HIEEAIOCSPIMEIEERGZIEFHAIOCSPII
Nz, NETCA OCSPIaMfFERFC 6960&TUinE, BKE AlEIT httpZ&EiY A
NETCAiEROCSPIIA, NETCA OCSPIIR & &IERAIRES. KSR
8, MREAREIEER.

NETCAZENGT FFIKE S R Fr XBXBI R FA RS S5 I a0E R FMUER
FBOCSP,

7.3.1 [RE=S
OCSPIRAS A V1,

7.3.2 OCSP ¥ REIa
Z#ENoncel &,

58 8 & IAEHIS I EL BTG

NETCAZESIPIERERITHIA), FHARISBELRISITEER. NETCATES
ERBFANERS TS JAANEERE, ERRSSTNERLSHE, B
ZEBETESEBEAL A LR S =SS, HES=r
ROSMEBR SAAAIRIR RS PN R L BRI

8.1 HTHIIKIR
HIHEATREMEE NETCA RE BRI R CXBIER AR (+
CARHHAERTESRZE) . (PEARMNERGE) . (BPARSEE
1iE) . (FIBERFIAELSHN) , IR (i FEZEBEINNE)
(FERRGHERISHIBERT) MEX, KEFRBFNERSS, URERR

T7RAE BT S IEA R A % 48 T



@ P&
IE I E U 25 S V7.2 NET CA

AWEidiEd, BEFEEREEEEENMLUNR NETCA R SHEE. EEHE.
TERBEFER, LUAZRBEZENG. BRERSRE. REZFNGEVEN.

8.2 ®ithI

BT yNERER I S ERER LT

HNEBERITEHEENIENEEER ). TEEIIEENE =711k NETCA
EENE =AW B SMNEFNERS S H#HTHIT 51TE, BHitRE. T
PVER ISR E R AR &R JRE.

SRR NETCA BTE4A A RIS, RIS e,
EITEREREALSTESTE. KBRS, AEXIMATF.

8.3 HItEk I hAYSHER
NETCARNERRITERIAEE—IR, HESFHIT REELENXET
fih. MNERHIUFHRE RN BRI FHE T SXE TS, 51 &G E TS0k
BN EERUSELINSREENE. ERPRERE. EANEATESE,
NETCARIEZEFRBFAERS EEEVARNHEES.

8.4 HITELIFHARRIER
NETCARYRBBRERIT I A RERFER AN SFIPKIAKER, #5
EREEERLEEE), HHENETCANE (Z2) REEEERAT®.
SRR A RIVR BREEXREME EEER JHE.

8.5 HiTEkiFHA RS NETCA BIXF

NETCARZRERITT ARBREWEITISKTERERR, ANETCAER.

NETCAREBX B IFEAI R R ABKRSHWITHMYKRELRERER, TLIZE
NETCAER, BaILIZIENETCAER.

HMNERERTTEGHE A RN ASNETCATHABREFITEGTHEZ MW SS. WS
ERE ARSI ZIERIFIE XA,

8.6 Wit LIRS
NETCAREBERITE &SRR B EELUT:
o AREHE
o YIRINZRIENTLER
o RFFEMRHEIZTER
o AT
* ZFIRFZAEER
o ZEIEEMTE (WHEM. CPS. XSiEHIZEAHE)
ERRER FTREITT St AT e REEUA EREN—ER5 .
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EREFAFRS TS5 AN EREN S ESRE SR TER,

8.7 MRS A ERENATHEHE

NIRRT EEHASEF RIATAEE N ESUFEER, NETCAKIRIE
T EHER S HEMSEEM IEREE, FHENETCANLE (R%) RIREEZER
SIEHAT.

MTEANZERE, NETCARFSENNSSHHLEER, LUREzES
MZAISZNSEE.

8.8 HITEIFHGERINEES R
NETCARIZERSIMMUERIG R BRHEEREATMEN IR,
BRABEEEIMER, NETCA—ERAAFFHITEIFHESR.

%9 T ZESEMHEBISREM
9.1 B

9.1.1 iERELTIEFZ=EME

NETCAXHEPRRIS &, FHr. BHKEMNEIRIEIRSZEE, KREZRM
EXEEIINNERT, SR ARNEER, NETCARREMZEN
FHAIEPRIEARE: RSEIR SN SRR+ S X,

9.1.2 IEBERER
NETCAXS A EHEBEFRIFMBIE BRI FILE.

9.1.3 IEFBRBERENER
NETCASY & EREREHFRICRLZ MR 2R N EANERRS.
NETCARJOCSPRRSZFIE EEHRIEBREEIIIRSFRIEZ PRIIRSS 1Y
ERIHTILER,

9.1.4 HEMRSEA

NETCAG ZHR AR CPSHIER W SHEXERIERIE TEIRS.
SHFEFPEREFIIRS, NETCAEIBUENZEA,

9.1.5 BRI

HFEB—B &R, NETCARIDRRIE, 1BFFELEL.

I SZFEIES, KMBBEERHAEEME, NETCAHIEZE, (BRF
IBREWERIZINZEF.
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9.2 MSHIE
NETCAGRFFRBRINV HDUERF RN ST FAIE TR ARIZRE. NETCAZZE
R FIAIERRSS EEERI IXINETCASSINRAIEE.

9.3 AISSIERMHRE

9.3.1 (REHSEHSECEH

NETCATI N (R EREEERRFUTHE:

o ITFHINMAISEM () HHEE,;

o NETCAREMRIEHEANER I SUIBER;
® FrERIFAEIER.;
o
o

NETCARIEITEUEFIICR, LARMREETAIHERITR;

NETCASWSRIENWENEIER, aiEmlitkl. HEER. B3

MEFIEIEATHMY TNE=SERINER;

NETCAREWSAENWEHEXNEFEITHRS. FITEREEMNEEER;

o [RIBEEANHE, NETCAIRB NS mEuEET FIEBLSMIEHIE
g;

o HEPHSHBEFFEAMANRENER.

9.3.2 A EFEZCHRAMER
LATNSENETCARFINIRZS TS :
o IPFEER, URIEBRBEE,;
® HNETCAMULERFMAGHIEE. SIEEREERE. IEPFEREE.
CPSEER.,
PAEEBEARATHER, BUETEERER, HIASRBRAEEEEHE
FEF TR, NETCARBIBRS(THIF],

9.3.3 (RPRBFBEEHFE

NETCARESRENE, iTP. XEKLAZFREREEEEREEIIEGN
SEIBERRERENEE.

NETCATTIZ I E ERE H ELRHRREENETCARNPIA R A Be%
IEHERER, TEEIERERENSEE). FHE, SRR ERE.

LHZERNFFEEHTEMRE, ERNETCANFHEREERTREAI
ZER, NETCARLHERER, WMRXMIEENZIT SR EEMBSRISE
{E2X 55, NETCARRIFIEHASHBXAE T AT ZEEES R EIRkL.
RIS ESAE,

UNETCAEEZRAGEEEMEKRT , S AN ER T IREARI 9.3.1
FRRZ(EERS, NETCARLURRRI AR AN AR FIRAEK, AHIESRIIA
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IRXAIREER. XTMRERREMER T IRERIERINNSS, NETCATHR
EBEAIEE.

9.4 N AISFARE

9.4.1 [SFARIPHE

NETCAHIERSFARIFSRES, FIAHEXAR (BENETCARERARN TIEAR.
TP W EETHENAIMESE.

NETCAMRIEEZRBEXZMIEE, RIFEZEEFRIPREE, LASESRE
MRYEEK,

9.4.2 {EARFALIEMIESR

FANETCAEWEINAEIES. CRUAIASERHIFE (B1EKRA) . 1T
FRITEXERIIMEARFAEE AL,

9.4.3 FEMASTANEE
FRrETEIER. CRLEBHTPEEABEMARRTAGE,

9.4.4 (RPISFASRRISEIE

NETCAXIAI 9.4.2 FrFlAURSFAS R TIRIF, BALEHE, RBLENETCA
BB ART BEHEMISFAMSE, ZIHMHAIRISIRANAE). FiEsiER.

9.4.5 {FRARIERHSMSRE

NETCARTERSERERNERAX 9.4.2 FriFIMEFAER, SETFRSH
15, B, MRSNEN. XLER, NETCARESITFNNYSS, iHE
BERTFRIER.

RERT S PHRIERNAMREHRAEER, EEREELEE Iz
SN ABMANFE, HEBHIA STEREFAERER, FEEIEAANER.
XEE, EER. KL LEFAMEERY, NETCARBRIGERANTERRFEE.
WETSRIMRR, FRIERENAYTEI. K5FRE.

9.4.6 {KiAEKITHIZEFRISEINE

IANETCAEEZRAYGER. MENEKRT, S EBRANER TUIIRESRL
9.4.2 PPRICFASERT, NETCARTLURIRIZR. MEEGEFFIRIIER, HiR
EER AT IERRIRFAGR. XMIKERREINER T RENERINNS,
NETCAZTZUEIB{HAERAE,

A
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9.4.7 Hf{EEHERH

SRAEREAALETREMRE, EXRNETCARFFEKEMAIRMER,
NETCARTARIERAINEIDNIHITIREE ., ANSRIXFMKEEIT /08 RAT AR5 RO =
M55, NETCAREBHITSILHERAVE R T ATHEFAEES RBAIFMEREK. R
NN/ S S

9.5 FIRFEI

9.5.1 NETCA BESRERIHIRF ==

NETCAEEHREXFEHB LA NETCAIR IS ERER A —IEIRR, 8
EERRTREN. BFRAFIRIEDENE,

NETCARITANERREIRKER, LARNETCARRERIEG. R, X4+,
FF. AT RER—IIMIR. EinEMEERIRROSETFTNETCA, XLA]
RN EIERTAERAIE,. CPS, MBS AFNIFERFME,

EENETCATSc PHERIER T, ITRAEEEENEREIEE. (EE.
RILEREE 2 5, FREESEAINETCAERINETR. &ir. X2Fa
oJgeSZBRENETR. B, RBAEEFZRS.

9.5.2 NETCA {ERE SR~ a97=HE

NETCATEEIRS RSP ERRPERRE. HENRFEMAEXEREFM, B
FURFERUAER MRS, NETCAIREE R SIZARE RN,

1T PGB R AR BBFHRIEE S LENETCAE RIS . IPHbiE,
EREREAEREIERHEBNIAAMEEHIEREX SR TRERIESE=
ARER, RSIRS. ARRMEEEHRFNENE, MEARTIEEEN,
BEERE. THMEFUEIELAE. AAFRF:. REMAGEERTIEIR
SHfttA.

9.6 MRix5iEMF

9.6.1 NETCA IR SIB(F

NETCARJFELRANT :
o AN ERIFEMMAIERFiRANETCARTRIRYELIRE NETCAREIR
PRI,

o TELERGIERRY, RILESNFIEZ, EEBTRIEESNETCARTKE]
AUSRRIF—EL

o X7 REWIEANT PERINERPHHERFEHSERIIAMERER
BB,

® BRMEITFRNERFFEARCPSHIFTELRIEEN.,
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o IRACPSHIE, MATHREHEFERIET, FHEACRL

o NETCARSEIT KBTI BRI, FERA LZIMEBIIERE
MEFNA] FEMERYERAS

o HHRIIBRIEEERLTEEH.

HERPRASERZIS5IT PEIIRS Y.

9.6.2 RA RIfFi25IBMF

NETCAHIRAIB(RINT:

o RAEBENETCAHTITHRSSZIEMTE. RFEFNEEEK, RIEHER
SAInBINETCARIBRSVEFIFRIE,

o TrEHIZAHLEIE B EREHIRBRARTAMAIEIEE RAIEIRIFIA,

o TEAMEIFPREIBRT, fRIEEBIENFIERZ, FHIEBPIEESRARKE

FIEERF—EL

BT REUEANTAERS, IEBHFHNESIERHEHSEINFEER

B2 IR,

& BRIITFRIEBRFEACPSHIFTEIRMERK.

o IZACPSHIMIE, RAETAMIBUFRAVBIEEIERERIE.

HERFRR SRS 15T FRIBRS .

9.6.3 iTFRIFRIASIB(R

T PREREINT:

o FSIEPHFEAEENNAFARIMTHNEXER, #RITFES

&R, HEEHTERN, IEREEXNH (RBIIHA. #iEEsiEsE)

HEwmiTPES.

T PEIFASEEIRIFAYRIR, REBNHARMKIHEITEFAR.

T PEERRiEIEFEINETCARERAFRAIFIE (S R 2ELH,

W FRAELENETCAR HRABFEHRIBUE BRI EMEIER R ESLH.

MREFEREA, BATFIIRBAREREETE. TRESTH

REBAFMERHAAELMRA SIER, BAINETCAERA,

W FBEACPSEIIE, RBIEBBETEIENNsHEEZNERR

19,

o TFRSEPREHIER. TPRIERNEEIEBATF AT WAL
%, flan: BSIEBFREIAHEIMAFAERTFEREENES (5
INEEMEE AR ATE) s&&CRLZE,

HERFA SEES I SNETCARIIRS Y.

9.6.4 {KHiFAIFFIRFIIBLR
TS RIBRINT :
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® (KT RIERAENETCA CPSLARAMT PUERERATIEREGR, F 7 #EF1
BHEPRERBERN. KA FRRIEDEEXS N AZEX AT RE
RIBH.

o (KIS TEEHITPINETRRI, FWERBIER, FIBEENETCAR R
FRERBHEEREIN, RIESEHNCRUISETIIRBHIAS, SRIEPES
TBERL.

o (KESHMEHITH, FRIPHSEBRARCPSHIERE.

9.7 iB{RGAZR
NETCATELA T =18 FREREE:
1. Faih
EATRABRT (RBEIA 9.16.5 FIHEXEEELKE) , NETCA RS
£.
2. BEE
RS ueis S = AEE R LIERIRIRE RO BE A SRS ERIR.
REFANMSER ZENEFIMNEF T S O HFE.
3. RINAEEE
MR EARBITHRE R TEBITRHET A RN ARSI EER, AEfTE
BT BTN —HRBREASEE. EEFAERSSRTHFERGENALLE
mRsEvER, SFERRTLATHS:
o HFEEWEHLEARHATE., Fofeakcidiin, SiFERRTFH
B, EX. BROEE, MEXIRBEIEENRIERME T ©IRREZYE,
FHIER) 7 NETCAS K HE=IIES.
o TP EIKIIRBFEREMASHITUERIRIE.
® TFENETCASIFHIBRTSEE Z IMEREEERFERAZA,

DUERREE, KEBHEAREEITARE. Z0HT.
9.8 NETCA {Z{IH=IERHEIEH

NETCA fU(E=(EeHE:

o IFHEBRSITFRAZMNEFEEARA—H, SEUTFBIKIS EEiRK.

o T NETCANRR, BUHEITFEKESTEAEEERIRERRES, S

1T PR 5 B SRR,

® NETCA {R7£ NETCA IEREEARN/FIELL_ EIRAFHIRER(ESTE.

% NETCA 34 CPS, NETCA RERSINAIAUENAG, XSF—MHiIEHAIAT
BEFEA (BFERRTTF. BBASKES) NSTHBESE, FETZIE
PHREEERE, XFRENTLAR NETCA 25, NETCA FEEBE—DIERXY

I HREETHESNEARAF % 55 T



@ P&
IE I E U 25 S V7.2 NET CA

BB EXZIR T AR ER &SRS R BENAIRS 2
A9 10 f3,

9.9 ITFHI&IA =T
1T PSSR ERUIEERS, BT/ BSE NETCA =4
R, WRT BT MR BER RS .

9.9.1 ITFPHISESEER

o TRERIFIEHR, FE. TXHETESREARESLEM, & NETCA
BE BT ERREN.

o JFREHEEETREMEFAAIMRE. B, BIMBEEIE. BX
MBS NETCABH RA, LIRERARERFHAZI(IMBALL
A, 15pk NETCA BiEftt S ERIRER.

o JFRMHERNMRER, BEERRTER. EE. 1P, BFHHES,
FEEHIRICMHMARIRN, &k NETCA st Et5 ERERN.

9.9.2 {XEIHRINEESERER
® K% NETCA CPS B EMRRIMRIBKETI XS5, MiEhk NETCA B
Hitt5EZIRERT,
® >REEH% NETCA CPS RESRBIFMEEIERREITH, MiEsk NETCA B
Hitt5EZIRERT,
o REWIFPHEIHIIINESHMEAGEEERRETH, Mgk NETCA
BT ERIRER,

9.10 BUHIFRSLELE

9.10.1 HBHHIR
NETCA CPSE A HBlER AR, CPSHIGIFMERRRAS K& HHA.

9.10.2 &1t
HFThRARICPSIETUR AT, |IRMRAHICPSIEERILRIL,

9.10.3 FHRILIESIRE
NETCA CPS—B&ILfE, TP A RN EAZHEFNAR, B85
KR IF R Z AR SR FR R
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9.11 WS5EN HESESIE
fRAFZE5EZEBEMNGE, BUSFS5EZERIRABHREAIAILGI
(BEEHFERNBFNSH) H#HTESHIRE.
SRRIEENIBREEWXI TSR, FRETsiEE.

9.12 {&iT

9.12.1 (EiTEER

NETCA CPSHNETCAIANIE (%) RIEEEEZRSREE I THEE, £
ARHMENETCAINIE (%2%) RIEEBZRSINNIEVENRIBLRET. BTG
HMRALENETCAINE (£2) RBREEBEZRSEME R EINETCARK ih
(www.cnca.net) , FRIXZTIWFAESEAIPEE.

9.12.2 EEHEIFIHAR

NETCAINE (R2) REEEZERSBUFLICPSIHEEHERAIRE.
WNRCPSHUERUSBARRIIZ, BIEEFHIR, ENR. EfFL, KREASR.
REUTEE, WEEHITIBIRES.

NETCA CPSEYEHMERENETCARIMLE (www.cnca.net) E2Ah,

FrERBeA BEFIRALETTFRICPSIZITER, = THINAE:

1. EZHERE—ER, WEETE NETCA s5iE RA BiCHIE R RIEE

no

2RERITA, WRHBBER LS ChtIDREER
. XA gERRIEEFESERAIUAIE. NETCA BRI LUEREITHR
TR (e-mail) ERTFAIEER, ZEEFHRMEEUETT P EREIERRS
EiE8A,
NETCA CPSHIRTEIZIE. EMFIZMEATIIRIZIERL, TFINATEIEL
FERNTZBECRKAERILS, SNARSEIXTMELE. 1Z5A0%LL.

w
Xt

9.12.3  WIR(EM CPS AYIEHS
MERHITFIER, BBANRXICPSHITIER:
o XATHNZRARSIIA, HEmIMECPSHERIE
o NIERFHNBXEE TR EEAFREHE
o AEEAMAITW, HEMIMABCPSHBERIE
o MACPSHINEETR
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9.13 FN4iE

SIRNETCASE/RIMZIEESITF. IBG ZEREFN, MIFEAZ
(B A BT RFNEER HIAY RIS IRRY, WEREI LB PR ER SIRRIZ
SAPRANTEIEHRH TR, (FTRERELEBN, WNFHERLR.

9.14 EiEEE

NETCA CPSTER L HEIRERFEITAEFIEZMBTIIRR, TiCEHiTF.
K5 EERZ S R AR R EMERIETR, ACPSEIHIT. MR
IOERAFEEE, SIFERRT (PEARRIEBRFERE) . (PEARH
FIEZLLY . (BFALRSEENE) & (BPANERSELREERNNE) &

9.15 SiEMAENFEE
NETCARR AR B2 575 wRE T EIU T EERAEXTUAGEN S
&, SEENRT (PEARKNERTFESR) . (hEARIERGE).
(BBFINERSEENE) . (BPANERSEREEDE) REREHEES
TERTBRA. PRI,
BEHOEATNETCANERSHIER=R, FRREISERBRR
HOVFE]. Feamit RO EE AR T Ei tH AT AAL,

9.16 —PRE

9.16.1 EEMNNEM
NETCA CPSENETCARITER IS EEINE. EZRBRIEERENINETCA
RUEBIADIN, B255RSEREIRDIN.

9.16.2 H5iLFE

ENETCATERAREBUEH, NESEIHERNIT P2 NETCAR SSEEL,
BT B —RASKEHEMN RS ;

ANETCAERBRMRRSEHEATHELRS, NETCAZFTEIT Pk
ExME, BEEMEECAINERIRS SR,

9.16.3 HEIESR

ENETCARIEE FAIRI ST, AR —RESEAESHEEREAEFIED
WAHRRE—FRTREABRFTHR (BTEMERE) |, ITAIERISHEXTNY
IR EEFNARERL.
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9.16.4 IEHINITHRS

NETCAEEFANERS55H, RE—ANEGHER—FERMARIEE,
FERERRX—HNHEEBFER SR IRX—T5 WHZ R ER M AR
%,

9.16.5 AARAIFER

A, BIEARBETN. ARER R AR IRIIESIER, el EEaT
DREBRUKEHEBARE, E. XER. B, BAER. . K.
ER. AXNEEAUS,; HIUERHESNSR. tEeRESHSEBIFTA. &
BTN EBAMATFIIBER. (&EMNTEER, BUFEaRLEEIT, BUtkE.
ET. FASHaRESMG.

FEEFANEESS, NETCARHTFAETRAOEEMEENERIEEEFaEBHIE
PIRSH, EAREARTRAONEMMESSE £BRRIELTE. EMMAES
5L (WNTF) NMEHIRE RN EE RIS FEiME.

HFAELEZERNESETIEATRAONRBIRZE, I EARTTRAOAS
RO K, TEIER BB EE N, AMAFSSEATESEPIT AT
A, REXZNEROEARTNAONASHIFZE, NETCABRFAESRFPHFR
A DS UERS MY EE, tBaIEENETCA CPSH,

9.17 HEFEXK

9.17.1 ZHHIERINZE

HNETCA CPSEIMIESHEME. 1ESAEMUEEHM, &&578
TEZNETCA CPSEYZISR, BRIE

® NETCA CPSHIIREEEFTELILRSEEA;

® Z AN EIEE BERENETCA CPSENR R FARITZHL;

® ZhsSAuIN BRRIE(LFNETCA CPS,

N\\

9.17.2 ZEEHFFKIF=a

BRIERENE, TSR BEXRIERIATIIEENZEARES:

® if$: iFHH NETCA BUF=RFRrAE.

® NETCA CPS: NETCA CPS g9kRf 9 NETCA FRE.

o IFIE: MBIB BT (HHEHEFHFITA) 6.

o FATH: FNOCIZESHRLMAFSCINENTFRERIP, FASB RS IAERSE
RUFRIZZSHIT R (BREHEFSHEFIEA) FiE.
E: MCIZBBLMAIFRSLAENZRE T, NI (8HEE
HEEAN) B,
® NETCA HIFA$H: NETCA B9FA$AE NETCA HINA7=, iXLEFASEE NETCA
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BN ECFER,
® NETCA H92048: NETCA B9N$AE NETCA A7, NETCA fifF{smEixX
=N =

9.17.3 REMEH
IEBEBRBASTTPAEEE ST SICAHHIR IR ENETCARERA
o XiE. hih. A BIF BE. ¥E. EBREFRKRINSIE;
o SWAREEHNEITICIELES, FLENSIHEEINSIE,

o HEEELSIL.

9.17.4 FEIPII%RERIA

EETAN A EEEERNEBEFSFIIPEINEPRIRER -, Fa
FF NETCA SiEIEBIIAR RIS REAIEEMZRE, NETCA, iTFH0
7S XS E S B R AN EE FAMEAR S & 2RI IR =,

% 10 & ZH5iRsSER

10.1 REAR
NETCA $HEEEANE-BIT FAIE A A R A RS .

10.1.1 HERIEBHFEEITPIIRSSSHS
1. PSR SFEFERNEA. B ERREREETERN
Tk, fEA. HHF,

2. HEAEBNA: ETHFIERHNSMANL BFER. INHEENA
HIMAGIER AR, SRR, IEBIIERMEMN A,

3. IEREHENREHREER  BEEREEN RERTESR HIAIN
BT, WML, NEFES.

4. BFNERSIEFAMER: AP RSB ELRS Fa R

PROSFRARE, B IEBEHRRW. THEE, TERHERE

10.1.2 EMREIRHARIRSS I
1. BFANERERGER: RESESRES. FMPORS. LDAP,
OCSP. EERSERZERFIEAIS, WMEBEELEEN. #

ERPZAM. RBSLMRE,

2. HIFERIRSPIEMFRIRNAT : BRRIRSS FIEERISERET HINAOEINE
FinFa@En e, RS mEMEREEE,. RSFIEREERR.
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SEWERIANRE,

10.2 READ

10.2.1 MFERS
NETCA iREBIRS A%, MEGALFEIRIERFNRREK, hEIRAPLE.

10.2.2 7E&IRS
NETCA @i LA R T /91T PN AR TS IR AR SS -
o BEHEEEN
® IZESCATIE
® TFEL&intNE]
°

ELANIMERENNES

10.2.3 IRiBIRSS
RIEIRSIMNAILITE, B NETCA SR TREMEFIRS AR LI AAFL
BB N AP FERTEE,

10.2.4 HEERE
BIgEIE,. WEB Wi, BEM4RFEFSFHAPESHAN A EEEFREA
FHRRAE, pthEEER, MERS.

10.2.5 IZiFAIE
ERAFPAIFERE, FiEd WEB WutEFszl, WEMZERFKRRF,
SHOFERTEHTICR. RFCERNERIS R RIRERAF.

10.2.6 Ell
NETCA al{iESEFHNAEH T, HIRNSTUBELITRS: BF
INERRS ERMERARIR. EFRRSWE. HAEBNRAEMAIGE. BRIEER
Z (FAQ) . BFERFMZF.

10.3 BRSB[G=E
NETCA BUALERRSS. LIRSS, IUARSH BMEIZ D HERFNEE.
ARSSASIENHE 5 K*8 /i, MG IRSBINAIANE, AR HEEARSSATIEL,
NETCA X FHRANREFIZEIR aSiZiRiazLsl. FEREERRDRED
FORLIER, HUEMRAEEAZF TIENS, FRRIRS OISR ATERIESE M, =ML
RERHENGAE, IAINE P {EREFIEREN,
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10.4 EPMAERZIFIRS

10.4.1 FBRBERAS

NETCA EE(RHEERFENBE FANELZEEROITIEED, BFAAEEE
EL PR RSB N ARIRITTRE W SERNE A ANERBFERIRS S
FiRITEE]. NETCA HIFIE BN BARRITEE: IEPBINIRIT. EPRRT.
XERSS. BRRS. EAE. BIRAR. NRREE,

NETCA IEB N AEMFTESE:

o FEIEPRNFASCENEIRREINRRE, XIS RFERATRDBEHR, 8S
HE 5SS RGP R RS BF & F1LhE;
FEMBESEHE, WeRERRAIREFFAITH;
HEZeEHIAE, BPmARIRE,
SCHEIE BRI AEIE, F TR FAREEH ),
B AR SR RN ZE IR

10.4.2 FPBRAEEO

NETCAIEBR O N EENBRMEEE. ZENREEEO, HXEaiE
B REOMBERAEBRSZO.

1. B REBEO

BEIREREBEOEERSSHEREENEENBAZOMNEFIRIERN
R (40: USBKey) HIRERNFE#EC.

NETCA BRF=5imZERFHNERENMNAZOMS (GB/T 36322-2018 582
LZERAEESSEMNAEONE) .

NETCA ZEFIHIERNRNEEMBEORKS (GB/T 35291-2017 (%
SRREREBBRNAEOMTE)Y & (GM/T 0017-2012 EaeZEHRLES
MR OEIEEIANED .

2. BiREhLeeRAEO

XEFEN SHRABEEREERAZO, NAFS (GB/T 37092-2018(5
BLEeEmAEBREREZEEXK) 1 (GB/T 39786-202 1{EERAZEIBMAER
) BUEK,

3. ER=ERERSEO

NETCA BRZRERFSZOFRK 7 EEARERIRERENREZONER
RN, ZEORAEPINZIRE. UEPET. BENEER. SRIE. IS,
ATTEB AR BUEIR S5 5 IhEE.

HEBaERSSBiRAMHHEOMNZFiFRHED, RS RBiRAEFIZ iR
HIEARERAEN MRS LRSS (GB/T 20518-2018 SRZEFA AR
htighe FFUERS=) AIESEIES.

NETCA IEB M O Windows, Linux, 10S. Android. 35
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INEFEZMARES, FHEM C. C#. Java, JavaScript EZFZAFE,
@S com B, java BHESTHISIRMRS.

10.4.3

UEB RS RRARSS

NETCA J9i (AR A B N R FERR SR TAF. SER TR EERAELLT

ARSS :

RPN EEONFAS (BEEFimIRS:Sm) ;
¥ BRI,

gERERDemo;

SRR

UEF N O &5 [FISER A ST

TEIN B RS A e BT TE,

1044 REIFE2ES
RIBIRS MY AIZ9E, NETCAREIEWebaiWebService 5 E AN A
SR A IREA TR EIHEERS

APREES: SUS. b, RERSREAPEENGHHTRS,
IRRIES  RAUSELS. YA, BEMPE, RIS
EBRSH;

EEREEES: RUERNLSOESSEEESES;
IRSSACREE IRHERLSIORSAEITES, MAIBATE. 5
BB

F=Fo
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iR A. EHEENX RIX

Al. BRIEBIRSS
I RIVE X LAEB AZGERANTFIRSZIRER, IERET B, EXAT:
id-UserCertServiceld OBJECT IDENTIFIER := {136 14171876017 14}
UserCertServiceld ::= UTF8String
UserCertServicelD H=&801aR%, E—abo AAFRSSEEE, H16
FHIRIRENEERY HEX 4Ri31aRk, 2R ARDR{F@, H=3P5H CARR
.

A2, RIFEEHBIRR
I FRIVE X EFEWEFEEERY ID MAFZFRIS—MRR, IERET &,
EMANT:
id-Enterpriselditems OBJECT IDENTIFIER == {136 141187601 15}
Enterpriselditems ::= Identification/tems

Identification/tems o= SEQUENCE SIZE(1..MAX) OF
Identificationltem
Identificationltem ;= SEQUENCE{
type ltemType,

encode IltemValueEncode OPTIONAL,
value ltemValue
}
ltemType := INTEGER
ltemValueEncode := INTEGER
ltemValue ::= OCTET STRING

ltemType FNIE4RE,

ltemValueEncode A%, RIEHHENRIBAT, BIRIEH4SSidmfhdE
Ego

ltemValue fRFIH4SHERIBEE.,

A3. PABBHIRR
I BIREN EFMNAEFEEGH ID MIEZFRNE—MRR, IR,
EMIT:
id-Identifyltems OBJECT IDENTIFIER == {136 1411876017 16}
Identificationltems ::= Identification/tems
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Identificationltems £%& A.2 FJEN. ItemValueEncode iF44RE8 AT,
HRegFERINENLTENRIEAN, FeeERIFREmIEA .

A4. BREBRGEE
HH RIGE M ACIE B EFHBIAGERMYEE (FrEFEBAER) | KT
B, EMXUT:
id-NetcaCertThumbs OBJECT IDENTIFIER ::=
{136141711876017 121}
NetcaCertThumbs ::= SEQUENCE SIZE (1..MAX) OF NetcaCertThumb
NetcaCertThumb ::= SEQUENCE{
algorithm Algorithmldentifier,
thumbValue OCTET STRING

}

algorithm FRRAHEBHIEERE.
thumbValue FRENERH4EERT HASH (&,

A.5. BEZHBRARR

Y FETE X MBS HRNE B EARSHORRZSTUNFR, KB &,
EMANT:

id-CertSubjectAuthentication OBJECT IDENTIFIER ::=

{13614171876016}
CertSubjectAuthentication ::= OBJECT IDENTIFIER

CertSubjectAuthentication IFRAY OID, HEUEH

1.3.6.1.4.1.18760.16.10 Bf, FIKRFAEZLHZAN.
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]

[ B. (i RE&HS

B.1. NETCA Root ClassA
NETCA Root ClassA & NETCA BB A AIEIRSZ R StHY RSA ELEIRAVBFR,

HTERANTHR CA,

IZRARZR CAUEBHNERUN TR, HPZHR CABIH, FBFEAZHR
CAUFRERITFIES:

CAE¥ DN &fR IEBFFS | EREERZBIPKE Ri&
CN = NETCA Root ClassA 01 SHA1RSA 2048bit R G CAET
O = NETCA Certificate Authority
C=CN
CN = NETCA Individual ClassA CA 02 SHA1RSA 2048bit ZERANIES
OU = Individual ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Organization ClassA CA | 03 SHA1RSA 2048bit 25 R LML 5 /WL
OU = Organization ClassA CA AN NIEH
O = NETCA Certificate Authority
C=CN
CN = NETCA Server ClassA CA 04 SHA1RSA 2048bit BER AR
OU = Server ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Secure E-mail ClassA CA | 05 SHA1RSA 2048bit B R 2 A LT IR AR
OU = Secure E-mail ClassA CA +
O = NETCA Certificate Authority
C=CN
CN = NETCA Code Signing ClassA CA | 06 SHA1RSA 2048bit 2 RARI 2 4 E S
OU = Code Signing ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Sub-1 ClassA CA 51 e5 2b 69 ab | SHA1RSA 2048bit % g CAAE P

OU = Sub-1 ClassA CA
O = NETCA Certificate Authority
C=CN

7b 98 1f 6d b0
10 86 21 f6 b2
of

CRLDP, 2R A N/HL
¥ [ % S e

B.2. CCS NETCA Root L3
CCS NETCA Root L3ZNETCAERFINIERS RZFANIRSAEXENEFR, B
BETEARN—RCA, ZAERZRCAEBHEEUMNTE:

® T2 CA KR LS IR RS AW 2, 15 55T NETCA Wb 5 BRI 1 i FORT I 1) — 2 CA.

JTRA BT HSINEARAR
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g

CAiE+# DN &R IEBF5IS | EREEREBPKE Hi&
CN = CCS NETCA Root L3 40 b7 3f b5 71 | SHA256RSA 4096bit ZER G CAIETD
O = NETCA Certificate Authority 74 88 43 49 03
C=CN 83 22 9b 09 95
35
CN = CCS NETCA L3 Individual CA 5f 75 a8 39 7b | SHA256RSA 2048bit ZERA NIUE
O = NETCA Certificate Authority b3 92 59 fc 3a
C=CN cf 08 01 b7 c0
2f
CN = CCS NETCA L3 Organization CA | 4f 06 0d 73 fc | SHA256RSA 2048bit 25 RAURE F5 /B LR
O = NETCA Certificate Authority 17 d9 4a f9 34 AN NIEH
C=CN 4812 75 db 19
1a
CN = CCS NETCA L3 Device CA 53 a4 01 2e 3d | SHA256RSA 2048bit 2R B E
O = NETCA Certificate Authority c9 af a6 05 86
C=CN 2c 8d b8 d0 9d
90
CN = CCS NETCA L3 Sub1 CA 1d 0f 63 8d dc | SHA256RSA 2048bit ZERANNIHLA B &
O = NETCA Certificate Authority 76 e4 ef 87 51 S PR
C=CN 16 ab 01 be 17
85
CN = NETCA L3 Sub2 CA 5f 9e 31 42 6d | SHA256RSA 2048bit BERAN NIV [ %
O = NETCA Certificate Authority e4 ca 52 7c e8 S P ER
C=CN ac dd 1b ce 8d
6d

B.3. CCS NETCA Root L2
CCS NETCA Root L2ENETCAER FINFIRE RFAHIRSAE

AIRAIRIR, H

TEE=1THRCA,
IZE RSB RCAEBIERITE:
CAiE# DN Z¥R IEBFIS | EBRERZBIRKE g
CN = CCS NETCA Root L2 08 bb dc 8a de | SHA256RSA 4096bit R LR CAET
O = NETCA Certificate Authority c¢3 7d 7a 37 9c
C=CN df 92 12 d8 2b
0[5
CN = CCS NETCA L2 Sub1 CA 1c 8f ec 57 bf | SHA256RSA 2048bit BERANIHU 5L 255
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